1. Anlayislar va tayinlar

* Sistem — Mobil qurguya gabaqgcadan qurasdiriimis, barasinda Servis-provayderin miistasna hiquglara
malik oldugu, 6zliiyiinds Odanis xidmatlarinin gdstarilmasi ticiin Mobil qurgulara slava tamsil edan
program taminati.

* Servis-provayder — Miistarinin, Odanis xidmatlarinin taqdim edilmasi hagqinda miiqavils bagladig,
Mobil qurgunun istehsalgisi olan sirkat.

* Bank — «Unibank» Agiq Sshmdar Camiyyati
* Migavila — Kompleks bank xidmati sartlari.
* Mistari — Bankla miqavila baglamis fiziki saxs.

* Toxunussuz 6danis — toxunussuz hesablama qurgusunda Ragamsal kartdan istifade etmakla yerina
yetirilmis 6danis.

* Autentifikasiya verilanlari — Mistarinin avtorizasiya Ggln parolu (biometrik verilanlar (barmagq izina
gora avtorizasiya, sifatin taninmasi) da daxil olmagla, lakin onlarla mahdudlasmayaraq), FEN-kodu, grafik
acari, hamginin Sistema daxil olmaq Uclin istifads edilan digar verilanlar. Autentifikasiya verilanlari
Mustarinin 6z ali ila atdig1 imzanin analoqudurlar.

* Ragamsal kart — Mustarinin, Sistemda istifada Uc¢lin secdiyi va geydiyyatdan kecirdiyi kart.

* Mobil qurgu — naqilsiz 6danis qurgusu.

2. Baslica muddaalar

2.1. Bu sanadds, Bankin istanilan Ragamsal kartlarindan Sistemda istifada edilmasini tanzimlayan
sartlar yer almisdir. Bu Sartlar, Kart miiqavilasina va cari 9lavadaki lisenziya sazisina alavadirlar.

2.2. Bu Sartlar, Bankla Mistari arasinda miinasibatlards Mistarinin Ragamsal kart ils giris va ondan
istifada gaydalarini miayyan edir.

3. s prinsipi
3.1. Odanislarin hayata kegirilmasi

3.1.1. Sistem, Mustarinin satis mantagalarindaki toxunussuz terminallarda toxunussuz édanislari yerina
yetira bilmasi liglin, Miistarinin Mobil qurgusunda Kartin Virtual tasvirini yaratmag imkani verir;

3.1.2. Mdstari Karti, onu 6z kartlarinin arasindan sec¢arak, elektron pul gabinda qeydiyyatdan kegirir.
Kartin muvaffaqiyyatli verifikasiyasindan sonra, Sistem Ragamsal karti formalasdirir va Sistemda onun
Virtual tasvirini formalasdirir.

3.1.3. Mstari, Ragamsal kartin kdmayi ila Bank tarafinden miiayyan edilmis limitdan yuxari 6danisin
yerina yetirilmasi tG¢lin, Ragamsal kartin raziliga asaslanan Virtual tasvirini se¢arak va Mobil qurgunu



satls mantagasindaki toxunussuz ddanis terminali va yaxud hesablayisi qurgu ila yanasi yerlasdirarak,
Autentifikasiya verilanlarini daxil etmak yolu ila 6danisi tasdiq edir.

3.1.4. Mistari, Ragamsal kartin kdmayi ila Bank tarafindan miiayyan edilmis limitdan asagi 6danisin
yerina yetirilmasi G¢lin, Raqgamsal kartin raziliga asaslanan Virtual tasvirini se¢garak ve Mobil qurgunu
satls mantagasindaki toxunussuz 6danis terminali va yaxud hesablayisi qurgu ila yanasi yerlasdirarak,
Autentifikasiya verilanlarini daxil etmak yolu ila 6danisi tasdiq edir.

3.2. informasiyanin va édanislarin nazardan kegirilmasi

3.2.1. Sistem Mustariya, Ragamsal kart vasitasi ila bundan avval yerina yetirilmis amaliyyatlar (alisin
tarixi, mablagi, saticinin adi) hagqginda informasiyaya giris tagdim edir.

3.2.2. Sistem, Sistemin kdmayi olmadan yerina yetirilmis amaliyyatlar hagqinda informasiya taqdim eda
bilmir.

3.3. Mistarinin hiiquqg va 6hdaliklari

3.3.1. Mdstari, Sistemda geydiyyatdan kegana kimi, Sistemda ancaq Mistarinin biometrik verilanlarinin
(barmagq izina gora avtorizasiya, sifatin taninmasi) geydiyyata alindigina, Kartdan istifads edilmakla
amealiyyatlar tGzra sévdalasmalarin tasdiq edilmasi zamani ancaq bu barmagq izlarinin nazars alinacagina
amin olmahdir. 9gar Mistari, Mobil qurguda avtorizasiya Ggln va yaxud barmaq izina géra daxil olmaq
l¢lin va ya Mustarinin Mobil qurgusunda amsaliyyatlarin yerina yetirilmasi liclin basqga saxsin barmaq
izlarindan (va yaxud Autentifikasiya verilanlarindan) istifada edirsa, onlar Mistarinin barmagq izlari hesab
edilacaklar.

3.3.2. Mstari 6z Autentifikasiya verilanlarini liglincl saxslar liclin algatmaz yerds saxlamahdir.

3.3.3. Mustari, Autentifikasiya verilanlarinin ve ya Ragamsal kartin verilanlarinin itirildiyi va/va ya
komprometasiya olundugu halda, darhal bu barads Banki malumatlandirmaga borcludur .

3.3.4. Autentifikasiya verilanlarinin va ya Ragamsal kartin verilanlarinin itirildiyi va/ve yaxud
komprometasiya olundugu barada Mustari tarafindan Bankin malumatlandiriimadigi va/va ya vaxtinda
malumatlandiriimadigi halda, Bank Mustarinin mimkin olan itkilari tiglin masuliyyat dasimir.

3.3.5. Mistarinin Ragamsal kartinin va Autentifikasiya verilanlarinin kdmayi ila hayata kegirilmis aliglar
va ya digar amaliyyatlar Mistarinin amaliyyatlari hesab edilirlar.

3.3.6. Ragamsal kartin yaradilmasi tiglin, Mustarinin adina agiimis, Iagv edilmamis va ya bloka alinmamis
istanilan kartdan istifads etmak olar.

3.3.7. Mistari istanilan vaxt, Sistemdan Ragamsal karti simakla, Odanis xidmatlarindan imtina etmak
hiiququna malikdir.

3.4. Bankin hiiquq va 6hdaliklari

3.4.1. Mistariya Sistemda Kartin geydiyyata alinmasinda va Ragamsal kartin yaradilmasinda imtina
etmak.



3.4.2. Ragamsal kartin harakatini va ondan Sistemda istifads edilmasi imkanini bloka almagq, Kartin /
Ragamsal kartin Sistemdan gixarilmasi hagqginda sarancam vermak va bunun Ggln bitin zaruri tadbirlar
gormak:

3.4.2.1. Mustari tarafindan, bu Sartlarla nazarda tutulmus 6hdaliklar yerina yetiriimadikda va yaxud
lazimi qaydada yerina yetirilmadikds;

3.4.2.2. Ragamsal kartdan va/va ya Kartdan sanksiya verilmamis istifada edilmasi barada stbhalar
olduqda.

3.4.3. Limiti, Mustarinin Autentifikasiya verilanlarinin daxil edilmasini talab edan mablagds, dayismak.

3.4.4. Bank, Mistarinin Ragamsal kartdan istifade masalalari lizra informasiya dastayini 117 némrali
telefonla tamin etmaya borcludur.

4, Maxfilik va tahllikasizlik
4.1. Saxsi malumatlar

4.1.1. Mistari bununla tanis olur va razilasir ki, Bank, asagidakilari tamin etmak Uglin, texniki, saxsi
verilanlarin va onlarla bagli informasiyanin toplanmasini, emalini va ondan istifada edilmasini hayata
kecirmak hiiqguguna malikdir:

4.1.2. Bankin mahsullarinin, xidmatlarinin yenilanmasi va takmillasdirilmasi;
4.1.3. Gostarilan xidmatlarin tahlikasizliyinin yiiksaldilmasi;

4.1.4. Mohtakirliyin garsisinin alinmasi;

4.2. Digar saxslar tarafindan toplanan informasiya.

4.2.1. Bank, Sistemin va yaxud Servis-provayderin digar kanar tachizatgisinin xidmatlari ti¢lin masuliyyat
dasimir. Belalikla, Mistari tarafindan Ragamsal kartdan va ya Sistemdan istifada olunmasi zamani
Servis-provayderin topladigi istanilan informasiya Servis-provayderin Sartlari il va lglinci taraflorla
baglanmis Migqavilalarla tanzim edilir, lakin bu Sartlarla, Migavils il va Bankin maxfilik siyasati ila
tanzim olunmurlar.

4.3. Mustarinin Mobil qurgusunun itirilmasi, ogurlanmasi va ya ondan sanksiya verilmamis istifa
edilmasi.

4.3.2. Autentifikasiya verilanlarinin komprometasiya olunmasi halinda va yaxud komprometasiya
olunmasina stibhanin oldugu halda, Mistari darhal 6zlinlin saxsi tahliikasizlik malumatlarini,
Autentifikasiya verilanlarini dayismali va, Regamsal kartdan va ya saxsi informasiyadan istanilan sanksiya
verilmamis istifadadan uzaq olmagq tc¢iin, Mobil qurguda ancaq icazs verilmis barmagq izlarinin
geydiyyata alindigina amin olmahdir.

4.3.3. Yeni Mobil qurgunun alinmasi zamani Mistari, dayisdirilan mobil qurguda biitiin Reagamsal
kartlarin, digar saxsi informasiyanin silindiyina amin olmalidir. Bunun lgiin Mistari Banka 117 némrali
telefonla, Ragamsal kartlarin silinmasi hagqginda sarancamla miiraciat eda bilar.



4.3.4. Mistari, istanilan tahqgigatlarin aparilmasi zamani Banka dastak vermali va méhtakirliyin va
kartlarin komprometasiyasinin garsisini ala bilacak digar tadbirlardan istifads etmalidir.

4.4. Sistemin parollarinin, digar Autentifikasiya verilanlarinin va Kartlarin (Ragamsal kart gisminda
secilmislarin) miihafizasi.

4.4.1. Mistari, saxsi tahlikasizlik malumatlarinin va Autentifikasiya malumatinin maxfiliyini tamin
etmalidir. Mistari, onlarin gorunub saxlanmasini, habela Mobil qurgunun gorunub saxlanmasini, Bank
kartlarinin va Mistarinin saxsiyyatini tasdiq edan digar malumatlarin, némralarin va parollarin gorunub
saxlanmasini tamin etdiyi gaydada, tamin etmalidir.

4.4.2. Bank, Ragamsal kartin tahlikasizliyi Gzra malumatlarin, Mistari tarafindan istifads olunan
malumatlardan ayri saxlanilmasini takidla tévsiys edir. Bank kartlarini Mobil qurgu ils bir yerda
saxlamamali.

4.4.3. Bank, Mobil qurgunun blokdan ¢ixarilmasi vasitasi kimi grafik acardan istifads edilmasini tovsiya
etmir.

4.4.4 Bank, Servis-provayderla razilasdirilmadan, program taminatinin sanksiya verilmamis
qgurasdiriimasi G¢lin qurgunun sindirldig taqdirds, tahlikasizliyi tamin etmir.

4.4.5. Bank, islayib hazirlayanin parametrlarinin Mistarinin Mobil qurgusuna daxil edilmasini tovsiya
etmir.

4.4.6. Mistarinin karti sistema alava etmasi barasinda bildirisi aldigdan sonra, bu sartls ki, Mistari bu
clir geydiyyati yerina yetirmamis olsun, va yaxud Mobil qurguda va ya Kart lzra ¢ixarisda Mustarinin
tanimadigi har hansi bir amaliyyat olduqda, darhal 117 némrasi ile Banka miraciat edin.

1. Terms and definitions

* The System is a software installed on the Mobile Device, under the exclusive rights owned by the
Service Provider, which software is a mobile device application supporting the Payment Services.

* The Service Provider is a manufacturer company of the Mobile Device with which the Customer has
concluded an agreement about the provision of the Payment Services.

* The Bank — Unibank Open Joint-Stock Company.

* The Agreement — the conditions of the integrated banking service.

* The Customer — a natural person who has concluded the Agreement with the Bank.

* The Proximity Payment — a payment made by means of the Digital Card at a contactless reader device.

* The Authentication Data — the Customer password used for authorisation (including, but not limited
to, the biometric data (fingerprint authorisation, face recognition), a PIN code, a graphic key and the



other data used to gain access to the System. The Authentication Data are an analogue of the written
signature made by the Customer.

* The Digital Card — a card that the Customer has chosen and had had registered for the use in the
System.

* The Mobile Device — a wireless payment device.

2. The Basic Provisions

2.1. The present document contains the conditions regulating the use of all Digital Cards of the Bank
in the System. The present Conditions are an appendix to the Card Agreement and the Licence
Agreement attached hereto.

2.2. The present Conditions set the rules of access and use of the Customer’s Digital Card in the
relationship between the Bank and the Customer.

3. Modus Operandi
3.1. Making the Payments

3.1.1. The System permits creation of a Virtual Concept of the Card on the Customer’s Mobile Device for
the Customer to be able to make proximity payments at contactless terminals at points of sales;

3.1.2. The Customer shall register the Card in the e-wallet by having selected the former from amongst
his/her cards. Once the Card has been verified successfully, the System will form the Digital Card and
form its Virtual Concept within the System.

3.1.3. To make a payment in excess of the limit determined by the Bank using the Digital Card, the
Customer will select the appropriate Virtual Concept of the Digital Card setting it as one by default and,
having positioned the Mobile Device next to the contactless payment terminal at a point of sales or next
to a reader device, will confirm the payment by entering the Authentication Data.

3.1.4. To make a payment below the limit determined by the Bank using the Digital Card, the Customer
will select the appropriate Virtual Concept of the Digital Card setting it as one by default and shall
confirm the payment by positioning the Mobile Device next to the contactless payment terminal at a
point of sales or next to a reader device.

3.2. Viewing Information and Payments

3.2.1. The System gives the Customer access to the Digital Card information about previous transactions
made with it, such as the date and amount of purchase and vendor name.

3.2.2. The System cannot display information about transactions not conducted by means of the System.

3.3. The Rights and Obligations of the Customer



3.3.1. The Customer must make certain, before the registration in the System, that only the biometrics
of the Customer (fingerprints, face recognition inputs) are registered with the System and only such
fingerprints will be taken into account to confirm the Card transactions. If fingerprints (or the
Authentication Data) of another person are used for either the authorisation on the Mobile Device or for
the Access, such fingerprints will be deemed the fingerprints of the Customer.

3.3.2. The Customer must store his/her Authentication Data in a place beyond the third-party reach.

3.3.3. In the event of the compromising of the Authentication Data and/or the Digital Card data, the
Customer must notify the Bank accordingly without any delay.

3.3.4. Should the Customer fail to notify and/or make a belated notification to the Bank of the loss of
the Authentication Data and/or the compromise of the Digital Card details, the Bank shall not be liable
for any possible loss of the Customer.

3.3.5. Purchases and other transactions conducted by means of the Digital Card and the Authentication
Data of the Customer shall be deemed the Customer transactions.

3.3.6. The Customer may use any Card that is opened in the Customer’s name and is not either
terminated or blocked for the generation of the Customer Card.

3.3.7. The Customer has the right to decline to use the Payment Services and delete the Digital Card
from the System at any time.

3.4. The Rights and Obligations of the Bank
3.4.1. To deny the Customer a Card registration and a Digital Card generation within the System.

3.4.2. To block the Digital Card or make it unusable within the System, to order to recall the Card/Digital
Card and make every appropriate arrangement to this end:

3.4.2.1. If the Customer has failed or ill-performed his/her obligations subject hereto;
3.4.2.2. If a doubt is entertained as to any unauthorised use of the Digital Card and/or the Card.
3.4.3. To modify the payment limit requiring the input of the Customer’s Authentication Data.

3.4.4. The Bank must provide the information support to the Customer about the use and usage of the
Digital Card at the extension number 117

4. Confidentiality and Security
4.1. Personal Information

4.1.1. The Customer is informed of, and agrees with that the Bank shall have the right to collect, process
and use technical and personal data and related information for the following purposes:

4.1.2. Upgrading and improving the products and services of the Bank;
4.1.3. Making the services provided safer;

4.1.4. Avoidance of fraudulent activities;



4.2. Information Collected by Other Parties

4.2.1. The Bank shall not be responsible for the services of the System or of an outside Service Provider.
Consequently, any information that the Service Provider is or may be collecting when the Customer uses
the Digital Card or the System is regulated by the Conditions of the Service Provider and the Third-Party
Agreements, and is not governed by the present Conditions, the Agreement and the Confidentiality
Policy of the Bank.

4.3. Loss, theft or unauthorised use of the Mobile Device of the Customer

4.3.2. In the event of a compromise or a suspected compromise of the Authentication Data the
Customer must change the personal security data and the Authentication Data immediately and make
certain that only the permitted fingerprints are registered on the Mobile Device for the avoidance of any
unauthorised use of either the Digital Card or of the personal information.

4.3.3. On acquiring a new Mobile Device, the Customer must make certain that all the Digital Cards and
other personal information are deleted from the former Mobile Device. To this end, the Customer may
call the Bank at 117 to instruct it to delete the said Digital Cards.

4.3.4. The Customer must assist the Bank in any investigation and take steps to prevent fraudulent and
other undesirable activities in order to discourage a compromise of the Card.

4.4. Protection of the System passwords, other Authentication Data and Cards (chosen for the
employment as Digital Cards)

4.4.1. The Customer must keep the personal security and Authentication data T confidential. The
Customer must keep them and the Mobile Device intact in the same way in which the Bank Cards and
other data, numbers and passwords attesting to the identification of the Customer are kept intact.

4.4.2. The Bank recommends insistently that the Digital Card security data should be stored separately
from the data used by the Customer and that the physical Bank Cards should not be stored together
with the Mobile Device.

4.4.3. The Bank does not recommend the use of a graphical key as a means of unblocking the Mobile
Device.

4.4.4. The Bank does not recommend security if a device has been hacked for the access for
unauthorised software installation without an accommodation reached with the Service Provider.

4.4.5. The Bank does not recommend the input of the Developer Parameters in the Customer’s Mobile
Device.

4.4.6. On receiving the information that the Customer has added a card to the System and providing
that the Customer has not made such a registration or where there are some transactions that the
Customer did not acknowledge on the Mobile Device or in the Card statement, please, call the Bank at
117 immediately.



1. TepmuHbl 1 onpeaeneHma

* CucTema - nporpammHoe obecneyeHune, NnpeaycraHoBieHHoe B MobunbHoe yCcTpocTBo,
UCKAIoUYMTENbHbIE NpaBa Ha KoTopoe npuHaanexaT Cepsuc-nposangepy, npeacrasnsiowee cobol
npunoxeHune ana MobnabHbIX YCTPONCTB, NO3BOAAIOLLEE OKA3bIBaTb [1aTeXHble ycayru.

* CepBuC-NpoBaigep — KOMNaHus, ABAAOWancs nponssogutenem MobunbHOTo yCTPOKCTBa, C KOTOPbIM
KAMEeHT 3aKNto4mna 40roBop o npeaoctasaeHunm MNaatexHbix yeayr.

* BaHK — OTKpbITOK AKLMOHepHOoe obuectso «Unibank»
* [loroBop — YCNOBMA KOMIMIEKCHOro 6aHKOBCKOro 06CNyKnBaHUA.
* KnueHT — dumsmyeckoe nunuo, 3akaoumsllee ¢ baHkom Jorosop.

* BECKOHTAKTHbIN NAaTeX - NaaTeX, NPpou3BeAeHHbIN NPMU NOMOLLM UCMob3oBaHNA LindpoBsoli KapTbl B
6ECKOHTAaKTHOM CUYMTbIBAIOLLLEM YCTPOWCTBE.

* AYyTEeHTUPUKALMOHHbBIE AaHHbIE - Naposib KaneHTa ana asTopmsaumm (BKIoYan, HO He OrpaHUUNBanACh
H6UOMETPUYECKMMM AaHHbIMK (aBTOPM3aLLMA NO OTNEYaTKY Nasbla, pacnosHaBaHuio mua), NMNH-Kog,
rpaduyecKmnin Koy, a TaKkKe Apyrue AaHHble, MCNoAb3yeMble gaa AocTyna B Cuctemy.
AyTeHTUPUKaUMOHHbIE AaHHbIE ABAAIOTCA aHaN0rom cobCTBEHHOPYUHOM noanmcu KnnenTa.

* Undposan Kapta — KapTa, KoTopyto KAneHT Bbibpan 1 3apernctpupoBan A8 UCNoib30BaHUA B
Cucreme.

* MobunbHoe yCcTpoWicTBO - 6ecnpoBogHOe NaaTeXKHOe YCTPOMCTBO.

2. OCHOBHbIE NO/I0XKEeHUA

2.1. B HacToALLEeM AOKYMEHTE COAEPHKATCA YCOBUA, PErYUPYIOLLME UCMOb30BaHMe Nt00bIX
Umndposbix KapT baHKka B Cucteme. Hactoawme YcnoBuaA ABAAIOTCA AONOJHEHNEM K KApPTOYHOMY
[0roBOpY M NLEH3UOHHOMY COTIaLLEHMIO B TEKYLLLEM NPUNOXKEHUMN.

2.2 HacToawme YcnoBuma ycTaHaBAMBAOT NpPaBUAa A0CTyNa U Ucnoib3oBaHua Lindposoit KapTbl
KnuneHTta B oTHOWeEHUAX mexay baHKom u KaneHTom.

3. MpuHLUMN paboTbl

3.1. OcyuiecTB/eHNE NnaTexen



3.1.1. Cuctema no3BoJifeT co3aaBatb BuptyanbHoe npeactasneHme KapTtbl Ha MobunbHOM ycTponcTee
KnuneHta, ytobbl KAMEHT MOT OCYLLECTBNATL BECKOHTAKTHbIE MNATeXN Ha HECKOHTAKTHbLIX TEPMUHANAX B
NyHKTaxX NpoAax;

3.1.2. KnuneHT peructpupyet KapTy B 3/IeKTPOHHOM KOLLE/IbKe, BbIDpPAB ee 13 cnucka cBomx KapT. Mocne
ycnewHon sepudmrkaumm Kaptol, Cuctema popmupyet Lindposyto KapTy 1 popmupyet ee BupTtyanbHoe
npeacrasnieHue B Cucteme.

3.1.3. Ana ocywecTsieHUA oniaTbl HA CYMMY Bbllle TMMWUTA, YCTAaHOBJIEHHOro baHKoOM ¢ nomoLLbto
Undposoii KapTbl, KnmeHT, Bbibpas cooTBeTcTBYOLWEE BUpTyanbHoe npeactasneHune Lindposoin KapTol
no yMoa4aHu1Io U pasmectns MobunbHOe YCTPOMCTBO PAAOM C 6ECKOHTAKTHBIM NaaTEXHbIM
TEPMWUHANIOM B NMYHKTE NPOAANXK MW CYUTLIBAIOLLMM YCTPONCTBOM, KAMEHT noaTBepKAaeT onaaty nytem
BBOAA AYyTEHTUOMKALMOHHDBIX AaHHbIX.

3.1.4. inAa ocywecTsNieHMA oniaTbl HA CYMMY HUMXe IMMUTA, YCTaHOBIeHHOro baHKom ¢ nomoLbio
Undposoii KapTbl, KnmeHT, Bbibpas cooTBeTcTBYOLEE BUpTyanbHoe npeactasneHune Lindposoin KapTobl
Mo YMO/4aHU1IO, NOATBEPKAAET onaty, pasmectns MobunbHoe yCTPOIACTBO PAAOM C HECKOHTAKTHbIM
naaTeKHbIM TEPMUHANOM B MYHKTE NPOAAXK UM CHUTLIBAIOLLMM YCTPOMUCTBOM.

3.2. MpocmoTp MHPOpMaLMK U NaTexKel

3.2.1. Cuctema npegoctasnsaet KaneHTy goctyn K MHpopmaumm no Lindposon KapTe o npeaplayLwmx
onepauusx, CoBepLUeHHbIX 3Tol LindppoBoit KapToi: gaTta, cymma NOKYMKU, HaMMeHOBaHME NpodasLa.

3.2.2. CucTema He MOXKET NPeaocTaBUTb MHGOPMALMIO MO ONepauyMaM, COBEPLLUEHHBIMWN HE C MOMOLLbHO
Cucremoil.

3.3. MpaBa n 0b6asaHHocTN KnneHTa

3.3.1. o peructpauun B Cucteme KnmeHT 06s3aH ybeantbea, uto B CUCTeMe 3aperMcTprupoBaHa To/1bKo
B6romeTpuAa KnneHTta (oTneyaTky nasblLes, pacno3HaBaHWe nLL), TO/IbKO TakMe OTneYaTkun nanbles
6yayT yunTbIBaTLCA NPY NOATBEPKAEHMMN CAE/OK NO OnNepaumnam c ucnoab3oBaHnem KapTbl. Ecam gns
aBTopm3aumm B MobmuabHOM yCTPOCTBE MK AN BXxoga no oTneyaTky nanbla, au coBepLUeHUs
onepaumit Ha MobunbHOM ycTpoiicTBe KaneHTa MCNob3yoT OTnevaTkM nanbues (Mam
AyTeHTUPUKAUMOHHbIE AaHHbIE) APYrOro AnLA, OHW ByayT cUMTATbCA OTNeYaTkaMmu nanbles KaneHTa.

3.3.2. KnneHT 0643aH obecneynTb XpaHeHne CBOUX AYyTEHTUPUKALMOHHbIX SaHHbIX B HEAOCTYNHOM A1
TPeTbUx nL, mecTe.

3.3.3. B cnyyae KomnpomeTauumn AyTeHTUOMKALMOHHbBIX AaHHbIX U/UAK AaHHbIX LindpoBoit KapTsl,
KnneHT 0653aH HesameaMTeNbHO YBeAOMUTb 06 3TOM baHK.

3.3.4. B cnyyae HeyBegOMAEHUA U/UAK HECBOEBPEMEHHOro yBeaomaeHna KnneHtom baHKa o6 yTpaTe
AYTEHTUGUKALMOHHDBIX AaHHbIX U/MAN KOMMNPOMETaLMKN PEeKBU3UTOB LindpoBoit KapTbl, BaHK He HeceT
OTBETCTBEHHOCTM 33 BO3MOXKHbIE YObITKM KnneHTa.

3.3.5. MoKynKku nan gpyrue onepaumm, CopepLleHHble npu nomowm Lindposoii KapTbl
AyTeHTUUKALMOHHbBIX AaHHbIX KAMeHTa, cumTaroTca onepaunamm KnmeHnra.



3.3.6. Ucnonb3osaTb Nt0byto KapTy, OTKPbITYO Ha UMA KineHTa, He ABAAtoWEenca aHHY/IMPOBAHHOM MAn
3a6/10kMpoOBaHHOM, ANnA co3ganua Lindposoit KapTbl.

3.3.7. KnneHT Bnpase B 1to60e Bpems 0TKa3aTbCA OT UCMO0J1b30BaHMA M1aTexKHbIX YCAYT, yaanms
Undposyto KapTy ns Cuctemol.

3.4. NpaBa n 06s3aHHOCTM baHKa
3.4.1. OtkaszaTb KnaneHty B pernctpaumnmn Kaptol 1 cosganna Umdposoii KapTbl B Cucteme.

3.4.2. bnokmpoBaTb gericteue LindpoBoi KapTbl MAM BO3MOXKHOCTb €€ UCcno/sib3oBaHuA B CucTeme, AaTtb
pacnopsaxeHue 06 nsbatum Kaptol / LindpoBsoit KapTbl U NPUHUMaTL A5 3TOMO BCe HEobXxoaMmble
mepbl:

3.4.2.1. B ciy4ae HEUCNONHEHUA UM HEHAAJ1EXKALLEro UCNoNHeHMs KnMeHTom 06A3aTenbCTs,
npeayCcMOTPEHHbIX HACTOALMMU YCNOBUAMMN;

3.4.2.2. B chyyae NoAo3peHnii Ha HeCaHKLMOHMPOBAHHOE 1cnosib3osaHue Lingposoi kapTbl u/vnu
KapTbl.

3.4.3. UI3MeHATb IMMUT Ha cymmy onnat, Tpebytowmx BBoa AyTEHTUDMKALMOHHbIX AaHHbIX KnveHTa.

3.4.4. baHk 06Aa3aH obecneunTb MHGOPMALMOHHYIO NOAAEPKKY KiMeHTa No Bonpocam UCNob30BaHUA
Undposoit KapTbl no TenedpoHy: 117

4. KoHdumaeHUManbHOCTb M 6€30NacHOCTb
4.1. NInyHaa nudopmauma

4.1.1. KnueHT 03HaKOM/IEH U cornallaeTtcs, YTo baHK Bnpase ocyllecTBaaTb c6op, 06paboTKy 1
MCNON1b30BaHUeE TeEXHNUYECKUX, IMYHDbIX OaHHbIX U CBFI3aHHO[;1 C HUMU MHd)OpMaLI,MVI, '~ITO6bI
obecneymnsarsb:

4.1.2. obHOBNEHME 1 YCOBEPLUEHCTBOBAHME NPOAYKTOB, ycayr baHKa;
4.1.3. nosblweHne 6€30NacHOCTM OKa3blBaeMbIX YCAYT;

4.1.4. npepoTBpaLleHME MOLIEHHNYECTBA;

4.2. Undopmaumsa, cobnpaemasn ApyrMmun avLamm

4.2.1. baHK He HeceT OTBETCTBEHHOCTM 3a ycayrn CUcTeMbl MW APYFrOro CTOPOHHEro NOCTaBLLMKA
Cepsuc-nposaiigepa. Takum obpasom, ntobas nHbopmauus, KotTopyto cobupaet Cepsuc-npoBaigep
npu ncnonbsosaHum Knnentom Lindposoli KapTbl nam Cuctemsl, perynmnpyerca Yenosuamm Cepsuc-
nposargepa v JoroBopamu ¢ TPETbMMM CTOPOHAMM, HO HE PEryIMpyeTcs HaCcTOAWMMMN YCI0BUAMMU,
Jorosopom 1 MNonutmnkoit KoHdUaeHUManbHOCTU baHKa.

4.3. lNoTepn, Kpaxka UM HEeCAaHKUMOHUPOBAHHOE UCMOAb30BaHNe MobuabHOro ycTpoictea KameHTa

4.3.2. B cnyvae KOMMNPOMETAL MU UM NOA03PEHNIA HAa KOMNPOMETaLUMIO AYTEHTUDUKALMOHHbIX AAHHBIX,
KnveHT 0653aH Hesamea/IMTe/IbHO U3MEHUTb CBEAEHUS IMYHOM 6e30NacHOCTU, AyTeHTUPUKALMOHHbIE



OaHHble N ybeamTtbea, 4To B MOOMIBHOM YCTPOMCTBE 3aPEernMcTpMpoBaHbl TO/IbKO paspeLleHHble
oTrneyYyaTKM nanbLeB Bo nsberkaHue n060ro HeCaHKLMOHUPOBAHHOIO MCNOb30BaHUA LindpoBoit KapThbl
WU INYHOW MHPOpMaLMK.

4.3.3. Mpu nonyyeHmun HoBoro MobunbHoro yctpolictea KnmeHT 06a3aH ybeamTbes, YTo CTepPThI BCe
Uundposble KapTbl, MHasA AMYHaA MHPOPMaUMA B 3aMEHEHHOM MOBMABHOM ycTpoicTee. nA 3Toro
KnneHT moxkeT 06patnTbca B baHK no TenedoHy 117 ¢ pacnopsrkeHmem o6 yaaneHum Umudposbix KapT.

4.3.4. KnueHT 06A3aH OKasblBaTb cogencTBUe baHKy Npu npoBegeHMn ntobbix pacciefoBaHUN U
MCMNO/Ib30BaTb MepPbl A8 NPeAOTBPALLEHNA MOLIEHHNYECTBA U UHblE MEpPbI, KOTOPblE MOTYT
npefoTBPATUTL KOMNpomeTaumto KapT.

4.4, 3awmTa naponen Cuctembl, MHbIX AyTEHTUDUKALMOHHBIX AaHHbIX U KapT (KoTopble BbiOpaHbl A
MCMNo/Ib30BaHUA B KadyecTse Lindposbix KapT).

4.4.1. KnueHT 06a3aH obecneunBaTb KOHPUAEHLNANBHOCTL CBEAEHUI IMYHON Be3onacHOCTU U
AyTeHTUOUKALMOHHDbIX AaHHbIX. KnneHT 06a3aH obecneynBaTb MX COXPAHHOCTb, @ TaK¥Ke COXPAaHHOCTb
Mo6M1IbHOIO YCTPOMCTBA TaKUM *Ke 06pa3om, Kak obecneymBaeTcsa COXPaHHOCTb 6aHKOBCKMX KapT n
MHbIX CBEAEHWUI, HOMEPOB U Napoiei, NOATBEPKAAOLNX TMYHOCTb KnneHTa.

4.4.2. baHK HacToATE/IbHO PEKOMEHAYET COXPaHATL cBeaeHUa no besonacHocTu Lindposoii KapTbl
OTAENbHO OT CBeAeHUI, UCNoib3yembix KnneHTom. He xpaHnuTb dpusmnyeckme 6aHKoBCKMe KapTbl ¢
Mo6WIbHbIM YCTPONCTBOM.

4.4.3. baHK He peKoMeHAyeT UCMo/ib30BaHne rpaduyecKkoro Kaya B KayecTse CpecTsa
pa3610Kknposkn MobuabHOro ycTpolicTea.

4.4.4 BaHK He rapaHTUpyeT 6€30NacHOCTb, €CIN YCTPOICTBO Obl/1I0 B3NIOMAHO A/1A NOJYYeHUs [0CTyNa
HECAHKLUMOHWPOBAHHOW YCTAHOBKM NporpammHoro obecneveHus 6e3 cornacosaHms ¢ Cepsuc-
npoBanaepom.

4.4.5. baHK He peKomeHayeT BKAtoYaTh MapameTpbl pa3paboTunka Ha MobuabHOM ycTpoicTee KnveHTa.

4.4.6. Npu nony4yeHUn ysefomaeHUA 0 ToM, 4To KaneHT fobasun KapTy B cucTemy, Npu yCNOBUU, HUTO
KAneHT He ocyLwecTBNAN TaKOWM perncTpaumm, 160 Npu HaANYUKU Kaknx-1mbo onepaunii, KoTopble
KnueHT He npusHan Ha MobunbHOM ycTpoiicTee Man B Bbinucke no Kapte, HesamegantensHo
obpatutecb B baHk no TenedpoHy 117.



